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1. INTRODUCTION

This Policy Document encompasses all aspects of security surrounding confidential Angling Trust and
Fish legal information. This documentwill be reviewed and updated by Management on an annualbasis or
when relevant to include newly developed security standards into the policy. All employees must read
this document (see table below for areas applicable in turquoise highlight) and sign the form in
Appendix 1 confirming they have read and understand this policy fully. This document will be reviewed
and updated by management on an annual basis or when relevant to include newly developed security
standards into the policy and distributed.

Audience

Introduction All staff
Information Security Policy All staff
Acceptable Use Policy All staff
Disciplinary Action All staff
Protect Stored Data All staff
Information Classification All staff
Access to sensitive cardholder data All staff
Physical Security All staff
Datain transit All staff
Disposal of stored data All staff
Security Awareness and procedures All staff
Network Security SMT
System Password Security All staff
Anti-Virus SMT
Patch management SMT
Remote Access Policy All staff
Vulnerability management policy SMT
Configuration standards SMT
Change control SMT
Audit log review SMT
Penetration testing SMT
Data Breach/ Security incident response All staff
Roles and responsibilities All staff
Third party access to cardholder data SMT
User Access Management All staff
Wireless policy SMT
Appendix A All staff
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2. INFORMATION SECURITY POLICY

The Angling Trust handles sensitive data information daily. Sensitive Information must have adequate
safeguardsin place to protectthem to ensure compliance with various regulations and to guard the future
of the organisation.

The Angling Trust commits to respecting the privacy of all its members, associates and customers and to
protecting any data about customers from outside parties. To this end management are committed to
maintaining a secure environment in which to process cardholder information so that we can meet these
promises.

Employees handling Sensitive data should ensure:

Handle Trust and member information in a manner that fits with their sensitivity;

. The Angling Trust reserves the right to monitor, access, review, audit, copy, store, or delete
any electronic communications, equipment, systems and network traffic for any purpose;
° Do not use e-mail, internet and other Trust resources to engage in any action that is

offensive, threatening, discriminatory, defamatory, slanderous, pornographic, obscene,
harassing orillegal;

° Do not disclose personnel information unless authorised;

° Protect sensitive cardholder information;

° Keep passwords and accounts secure;

° Request approval from management prior to establishing any new software or hardware, third
party connections, etc.;

° Do not install unauthorised software or hardware, including modems and wireless access
unless you have explicit management approval;

° Always leave desks clear of sensitive cardholder data and lock computer screens when
unattended;

° Information security incidents must be reported, without delay, to the individual
responsible for incident response locally.

[ ]

We each have a responsibility for ensuring our Trust systems and data are protected from
unauthorised access and improper use. If you are unclear about any of the policies detailed herein you
should seek advice and guidance from your line manager.

3. ACCEPTABLE USE POLICY

The Management’s intentions for publishing an Acceptable Use Policy are not to impose restrictions that
are contrary to The Angling Trust’s established culture of openness, trust and integrity. Management is
committed to protecting the employees, partners and The Angling Trust from illegal or damaging actions
by individuals, either knowingly or unknowingly.

e Employees are responsible for exercising good judgment regarding the reasonableness of
personal use.
e Employees should ensure that they have appropriate credentials and are authenticated for the
use of technologies
e Employees should take all necessary steps to prevent unauthorized access to confidential data
which includes card holder data.
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4.

Keep passwords secure and do not share accounts.
Authorized users are responsible for the security of their passwords and accounts.

Because information contained on portable computers is especially vulnerable, special care
should be exercised.

Postings by employees from a Trust email address to newsgroups should contain a disclaimer
stating that the opinions expressed are strictly their own and not necessarily those of The Angling
Trust, unless posting is during business duties.

Employees must use extreme caution when opening e-mail attachments received from unknown
senders, which may contain viruses, e-mail bombs, or Trojan horse code.

DISCIPLINARY ACTION

Violation of the standards, policies and procedures presented in this document by an employee will result
in disciplinary action, from warnings or reprimands up to and including termination of employment.
Claims of ignorance, good intentions or using poor judgment will not be used as excuses for non-
compliance.

5.

PROTECT STORED DATA

All sensitive cardholder data stored and handled by The Angling Trust and its employees must be
securely protected against unauthorised use at all times. Any sensitive card data that is no longer
required by The Angling Trust for business reasons must be discarded in a secure and
irrecoverable manner.

If there is no specific need to see the full PAN (Permanent Account Number), it has to be masked
when displayed.

PAN'S which are not protected as stated above should not be sent to the outside network via end
user messaging technologies like chat, messenger etc.,

It is strictly prohibited to store:

6.

1.
2.

The contents of the payment card magnetic stripe (track data) on any media whatsoever.
The CVV/CVC (the 3 or 4-digit number on the signature panel on the reverse of the payment
card) on any media whatsoever.

The PIN or the encrypted PIN Block under any circumstance.

INFORMATION CLASSIFICATION

Data and media containing data must always be labelled to indicate sensitivity level

Confidential data might include information assets for which there are legal requirements for
preventing disclosure or financial penalties for disclosure, or data that would cause severe
damage to The Angling Trust if disclosed or modified. Confidential data includes cardholder
data.

Internal Use data might include information that the data owner feels should be protected to
prevent unauthorized disclosure;

Public data is information that may be freely disseminated.
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7.

ACCESS TO THE SENSITIVE CARDHOLDER DATA

All Access to sensitive cardholder should be controlled and authorised. Any Job functions that
require access to cardholder data should be clearly defined.

Any display of the card holder should be restricted at a minimum of the first 6 and the last 4 digits
of the cardholder data.

Access rights to privileged user ID’s should be restricted to least privileges necessary to
perform job responsibilities

Privileges should be assigned to individuals based on job classification and function (Role
based access control)

Access to sensitive cardholder information such as PAN’s, personal information and business
datais restricted to employees that have a legitimate need to view such information.

No other employees should have access to this confidential data unless they have a genuine
business need.

The Angling Trust will ensure that a there is an established process including proper due
diligence is in place before engaging with a Service provider.

The Angling Trust will have a process in place to monitor the PCI DSS compliance status any
Service provider.

PHYSICAL SECURITY

Access to sensitive information in both hard and soft media format must be physically restricted to
prevent unauthorised individuals from obtaining sensitive data.

Keep physical passwords and entry keys to record areas secure and do not share, therefore
strict controlis maintained over the storage and accessibility of media

Media is defined as any printed or handwritten paper, hard drives, portable drives, cloud storage
Media containing sensitive cardholder information must be handled and distributed in a secure
manner by trusted individuals.

Visitors must always be escorted by a trusted employee when in areas that hold sensitive
cardholder information.

Procedures must be in place to help all personnel easily distinguish between employees and
visitors, especially in areas where cardholder data is accessible. “Employee” refers to full-time
and part-time employees, temporary employees and personnel, and consultants who are
“resident” on The Angling Trust sites. A “visitor” is defined as a vendor, guest of an employee,
service personnel, or anyone who needs to enter the premises for a short duration, usually not
more than one day.

PROTECT DATA IN TRANSIT

All sensitive cardholder data must be protected securely if itis to be transported physically or
electronically.

Card holder data must never be sent over the internet via email, instant chat or any other end user
technologies.

If there is a business justification to send cardholder data via email or via the internet or any other
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modes then it should be done after authorization and by using a strong encryption mechanism
(i.e.— AES encryption, PGP encryption, etc.).

The transportation of media containing sensitive cardholder data to another location must be
authorised by management, logged and inventoried before leaving the premises. Only secure
courier services may be used for the transportation of such media. The status of the shipment
should be monitored until it has been delivered to its new location.

10. DISPOSAL OF STORED DATA

11.

All data must be securely disposed of when no longer required by The Angling Trust, regardless
of the media or application type on which it is stored.

All hard copies of cardholder data must be manually destroyed as when no longer required for
valid and justified business reasons.

All hardcopy materials must be disposed of in the certified secure confidential waste

disposal repository provided or shredded

The Angling Trust will use a certified secure supplier for the collection & destruction of electronic
media

All cardholder information awaiting destruction must be held in lockable storage containers
clearly marked “To Be Shredded”

SECURITY AWARENESS AND PROCEDURES

The policies and procedures outlined below must be incorporated into Trust
practice to maintain a high level of security awareness. The protection of sensitive data demands
regular training of allemployees and contractors.

12.

Distribute this security policy document to all Trust employees to read. It is required that all
employees confirm that they understand the content of this security policy document by signing
an acknowledgement form (see Appendix A)

Allthird parties with access to credit card accountnumbers are contractually obligated to comply
with card association security standards (PCI/DSS).

Trust security policies must be reviewed annually and updated as needed.

NETWORK SECURITY

Firewalls must be implemented at each internet connection and the internal Trust network.

The Trusts IT provider must maintain a documented list of services, protocols and ports including
a business justification.

Firewall and router configurations must restrict connections between untrusted networks and
any systems in the card holder data environment - must also be implemented to protect local
network segments and the IT resources.

All inbound and outbound traffic must be restricted to that which is required for the card holder
data environment.

All inbound network traffic is blocked by default, unless explicitly allowed and the restrictions
have to be documented.

All outbound traffic has to be authorized by management

Disclosure of private IP addresses to external entities must be authorized.
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A topology of the firewall environment must be kept and updated by the Trusts IT provider. (rules,
source |IP, Destination IP action).

No direct connections from Internet to cardholder data environment will be permitted. All traffic
has to traverse through a firewall.

The Trust does not offer a guest Wi-Fi connection. Any guests entering the building who are not
employed by the Angling Trust should not connect to the main Wi-Fi.

13. SYSTEM AND PASSWORD POLICY

Allusers, including contractors and vendors with access to The Angling Trust systems, are responsible
fortaking the appropriate steps to select and secure their passwords.

d)

All users must use a password to access The Angling Trust network or any other electronic
resources

Alluser ID’s for terminated users must be deactivated or removed immediately.

The User ID will be locked out if there are more than 5 unsuccessful attempts.

All system and user level passwords must be changed at least every 90 days.

The responsibility of selecting a password thatis hard to guess generally falls to users. A
strong password must:

Be as long as possible (never shorter than 6 characters).
Include mixed-case letters, if possible.

Include digits and punctuation marks, if possible.

Not be based on any personal information.

14. ANTI-VIRUS POLICY

All machines must be configured to run the latest anti-virus software. The antivirus should
have periodic scanning enabled for all the systems.

The antivirus software in use should be capable of detecting all known types of malicious
software (Viruses, Trojans, spyware and worms)

All removable media should be scanned for viruses before being used.

All the logs generated from the antivirus solutions have to be retained as per
legal/regulatory/contractual requirements or at a minimum of PCI DSS requirement of 3 months
online and 1 year offline.

End users must not be able to modify and any settings or alter the antivirus software

E-mail with attachments coming from suspicious or unknown sources should not be opened. All
such e-mails and their attachments should be deleted from the mail system as well as from the
trash bin. No one should forward any e-mail, which they suspect may contain virus.

15. PATCH MANAGEMENT POLICY

All Workstations, servers, software, system components etc. owned by The Angling Trust must
have up-to-date system security patches installed to protect the asset from known
vulnerabilities.
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Where ever possible all systems, software must have automatic updates enabled for system
patches released from their respective vendors. Security patches have to be installed within one
month of release from our IT Provider and have to follow a change control process.

16. REMOTE ACCESS POLICY

Itis the responsibility of The Angling Trust employees, contractors and 3" parties with

remote access privileges to The Angling Trust’s corporate network to ensure that their remote
access connection is given the same consideration as the user's on-site connection to The
Angling Trust.

Secure remote access must be strictly controlled. The Angling Trust has implemented two
factor authentication via one-time password authentication or authenticator apps on company
phones

Vendor accounts with access to The Angling Trust network will only be enabled during the

time period the access is required and will be disabled or removed once access is no

longer required.

Remote access connection will be setup to be disconnected automatically after 30

minutes of inactivity

All remote access accounts used by vendors or 3rd parties will be reviewed at regular interviews,
at least 6 monthly, and the accounts will be revoked if there is no further business justification.

17. VULNERABILITY MANAGEMENT POLICY

As part of the PCI-DSS Compliance requirements, The Angling Trust will run internal and
external network vulnerability scans bi-annual and after any significant change in the

network (such as changes in network topology, firewall rule modifications,).

Bi-annual internal vulnerability scans must be performed by The Angling Trust by our IT
provider. All High vulnerabilities as defined in PCI DSS Requirement 6.2 are to be resolved
immediately. All the vulnerabilities would be assigned a risk ranking such as High, Medium and
Low based on industry best practices.

18. CONFIGURATION STANDARDS:

Information systems that process transmit, or store card holder data must be

configured in accordance with the applicable standard for that class of device or

system.

All network device configurations must adhere to The Angling Trust required standards before
being placed on the network.

Before being deployed into live use a new system must be certified to meet the

applicable configuration standard required.

All discrepancies will be evaluated and remediated by the IT provider.

19. CHANGE CONTROL PROCESS

Changes to information resources shall be managed and executed according to a formal
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change control process between the Angling Trust and its IT provider. The control process will
ensure that changes proposed are reviewed, authorised, tested, implemented, and released
in a controlled manner; and that the status of each proposed change is monitored.

e Allchange requests shall be logged whether approved or rejected on a standardised and
central system. No single person should be able to effect changes to production
information systems without the approval of other authorised personnel.

e Ariskassessment shall be performed for all changes and dependant on the outcome, an
impact assessment should be performed.

e Theimpact assessment shallinclude the potential effect on other information resources
and potential costimplications. The impact assessment should, where applicable consider
compliance with legislative requirements and standards.

e All change requests shall be prioritised in terms of benefits, urgency, effort required and
potential impact on operations.

e All changes shall be approved prior to implementation. Approval of changes shall be based on
formal acceptance criteria i.e. the change request was done by an authorised user, the impact
assessment was performed and proposed changes were tested.

e Al users, significantly affected by a change, shall be notified of the change. Users shall be
required to make submissions and comment prior to the acceptance of the change.

e Implementation will only be undertaken after appropriate testing and approval by stakeholders.

e Fallbackprocedureswill bein placetoensure systems canrevert back to whatthey were prior
to implementation of changes.

e All changes will be monitored once they have been rolled-out to the production
environment. Deviations from design specifications and test results will be documented
and escalated to the solution owner for ratification.

20. AUDIT AND LOG REVIEW

e This procedure covers all logs generated for systems concerning data over The Angling Trust
network, including the following components:

. Operating System Logs

. Database Audit Logs.
. Firewalls & Network Switch Logs.
o File integrity monitoring system logs.

e Audit Logs must be maintained for a minimum of 3 months by IT Provider (available for
immediate analysis) and 12 months offline.

e Agreed personnel are the only people permitted to access logfiles (i.e. COO, Business IT Manager).

e Thefollowing Operating System Events should be recorded and monitored: -
a) Anyadditions, modifications or deletions of user accounts.
b) Anyfailed or unauthorised attempt at user logon.
¢) Any modification to system files.
d) Actionstaken by any individual with root or administrative privileges.

e The following Database System Events are configured for logging, and are monitored by the
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network monitoring system (by IT provider)

a) Anyfailed user access attempts to log in to the database.

b) Any loginthat has been added or removed as a database user to a database.
c¢) Anyloginthat has been added or removed from arole.

d) Anydatabase role that has been added, changed or removed from a database.

e The following Firewall Events are configured for logging, and are monitored by the
network monitoring system (by IT provider)
a) ACLviolations.
b) Invalid user authentication attempts.
c) Logon and actions taken by any individual using privileged accounts.
d) Configuration changes made to the firewall (e.g. policies disabled, added, deleted etc)

e The following Intrusion Detection Events are to be configured for logging, and are monitored by
the network monitoring system (by IT provider):
a) Anyvulnerability listed in the Common Vulnerability Entry (CVE) database.
b) Any known denial of service attack(s).

c) Any authentication failure(s) that might indicate an attack.
d) Any traffic to or from a back-door program.

e Forany suspicious event confirmed, the following must be recorded by the IT provider and
the Angling Trust be informed
a) User Identification.
b) Event Type.
c) Date &Time.
d) Success or Failure indication.
e) EventOrigination (e.g. IP address).
f) Reference to the data, system component or resource affected.

21. PENETRATION TESTING

e Externalintrusion tests will be performed remotely by our IT provider. Any audit team brought
into the organisation by the Angling trust must to have access to the organisation's network.

e Allthe tests will be conducted from the equipment owned by the audit team so no equipment for
the execution of the tests is required. The only requirement in this regard will be to have an
active network connection for each member of the audit team. Those connections must provide
access to the target network segment in every case.

e Ifanincident occurs during the execution of the tests that have an impact on the systems or
services of the organization, the incident should be brought immediately to the attention of
those responsible for incident management in the project

e I|tshould be noted that in order to comply with PCI DSS the scope of the test should include, at
least the following:

Injections : Code, SQL, OS cmd, LDAP, XPath, etc.
Insecure storage of cryptographic keys

Insecure Communications

Improper error handling

Cross -site scripting (XSS)

vkhwnN e
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6. Control of inappropriate access.
7. Broken authentication and incorrectly session management.
8. Any othervulnerability considered High Risk by the organization.

For all findings or vulnerabilities identified during the tests carried out will be generated and
documented sufficient evidence to prove the existence of the same. The format of the evidence
can be variable in each case, screen capture, raw output of security tools, photographs, paper
documents, etc.

As aresult of tests performed should generate a document containing at least the following
sections:

Introduction

Executive Summary

Methodology

Identified vulnerabilities

Recommendations for correcting vulnerabilities
Conclusions

Evidence

22. THIRD PARTY ACCESS TO DATA

All third-party companies providing critical services to The Angling Trust must provide an
agreed Service Level Agreement.

All third-party companies providing hosting facilities must comply with The Angling Trust’s
Physical Security and Access Control Policy.

All third-parties with access to Angling Trust data whether for storage or processing will have
in place a data sharing agreement, which may be embedded within the SLA or agreed
separately

All SLAs and Data Sharing Agreements will be reviewed annually

All third-party companies which have access to Card Holder information must:

1. Adhere tothe PCI DSS security requirements.
Acknowledge their responsibility for securing the Card Holder data.

3. Acknowledge that the Card Holder data must only be used for assisting the completion of a
transaction, supporting a loyalty program, providing a fraud control service or for uses
specifically required by law.

23. USERACCESS MANAGEMENT

Access to Angling Trust is controlled through a formal user registration process beginning
with a formal notification from HR or from a line manager.

The job function of the user decides the level of access granted.

Arequest for service must be made in writing (email) by the newcomer’s line manager or by HR.
The request is free format, but must state:

Name of person making request:
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Job title of the newcomers
Start date:
Services required (default services are: Office 365 access):

e Accesstoall Trust systems is provided by IT and can only be started after proper
procedures are completed.

e As part of the employee termination process HR will inform the IT Officer of all leavers and
their date of leaving. The IT Officer will liaise with 3™ party IT service providers to terminate or
revoke access

e The Line Manager is responsible for organizing safe and prompt return of company
issued IT and communications equipment

24. ACCESS CONTROL POLICY

e Access Control systems are in place to protect the interests of all users of The Angling Trust
computer systems by providing a safe, secure and readily accessible environment in which to
work.

e The allocation of privilege rights (e.g. local administrator access) shall be restricted and
controlled, and authorization provided jointly by the system owner.

e Accessrights will be accorded following the principles of least privilege and need to know.

e Every user should attempt to maintain the security of data atits classified level even if
technical security mechanisms fail or are absent.

e Userselectingto place information on digital media or storage devices or maintaining a
separate database must only do so where such an action is in accord with the data’s
classification

e Usersare obligated to reportinstances of non-compliance to the Angling Trust.

e Accessto Confidential, Restricted and Protected information will be limited to authorised
persons whose job responsibilities require it, as determined by the data owner or their
designated representative. Requests for access permission to be granted, changed or revoked
must be made in writing.

e Users are expected to become familiar with and abide by The Angling Trust policies,
standards and guidelines

25. WIRELESS POLICY

e |nstallation or use of any wireless device or wireless network intended to be used to
connect to any of the Angling Trust networks or environments is prohibited. If the need
arises to use wireless technology, it should be approved by The Angling Trust and the
following wireless standards have to be adhered to:

1. Default SNMP community strings and passwords, passphrases, Encryption
keys/security related vendor defaults (if applicable) should be changed immediately
after the installation of the device and if anyone with knowledge of these leaves The
Angling Trust.

2. The firmware on the wireless devices must support strong encryption for authentication
and transmission over wireless networks.

3. Anyother security related wireless vendor defaults should be changed if applicable.

4. Wireless networks mustimplementindustry best practices (IEEE 802.11i) and
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strong encryption for authentication and transmission

26. HOME WORKING POLICIES AND PROCEDURES

e Toensure compliance with policies and procedures, remote/home working staff need to be
reminded of the security requirements related to payment card data. Policies and procedures
need to be reviewed or updated to clearly prohibit any unauthorized copying, moving, sharing,
or storing of payment card data in remote environments (e.g. the home).

e Remote staff additionally should also be aware of their physical surroundings, for example
taking care to prevent sensitive information from being viewed by unauthorized persons
(family members/friends)

Risks

Remote/home working can create some specific risks. These include:

1. Securing systems and data located in home-worker environments. This can be challenging and
difficult to enforce. However, by limiting exposure of payment data in systems, scope and
validation are simplified, reducing the chance of being a target for criminals. Examples of
recommendations for key AT remote workers (membership team and competitions include):

o Require all personnel to use only company-approved hardware devices, e.g. mobile
phones, laptops, desktops, and systems. This is especially relevant to remote/at-home
working, ensuring that Infuse and the Business and IT Manager of the Trust can
maintain control of systems and technology supporting the processing of telephone-

based payment card data.

o Ensurethatall desktop/terminals, in remote/at-home working environments:

- Have personal firewalls installed and operational.

- Have the latest version of the approved virus-protection software and definition files.
- Have the latest approved security patches installed.

- Are configured to prevent users from disabling security controls.

2. The physical environment within which an AT home worker is taking card payments over
the telephone. This should be effectively monitored, and access controlled. Examples of
required controls include:

o Ensuring that at-home/remote workers use a multi-factor authentication process

when connecting to AT systems or to any systems that process account data.

o Ifaccount data is ever written or printed on paper, ensuring it is securely stored,
then shredded when no longer needed.
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Specific PCI DSS requirements for Remote Working

o Use multi-factor authentication for all remote network access originating from
outside the company’s network.

e Where passwords are used, enforce a strong password policy, and do not allow the use of
shared passwords. Educate personnel on the importance of protecting their passwords from
unauthorized access.

e Ensure all systems used by staff working remotely have up-to-date patches, anti-malware
protection, and firewall functionality to protect from internet-based threats.

e |Implement access controls to ensure that only individuals whose job requires access
to the cardholder data environment (CDE), or cardholder data have access to those
resources.

e Useonly secure, encrypted communications—e.g., a properly configured VPN—to protect
all transmissions to/from the remote device that contain sensitive information, such as
cardholder data.

e Automatically disconnect remote access sessions after a period of inactivity, to avoid idle,
open connections being used for unauthorized access.

e Ensureincident response plans are up to date and include accurate contact details for key
personnel. Procedures for detecting and responding to a potential data breach could be

different for incidents originating from remote work environments.

Version Control

Issue Date Feb 25
Version number 3.0
Document Owner James Parker/Paul Gant
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Appendix A - Agreement to Comply with Information Security Policies for the
Angling Trust

Employee Name (printed)

Department

| agree to take all reasonable precautions to assure that the Angling Trusts internal information, or
information that has been entrusted to The Angling Trust by third parties such as customers, will not be
disclosed to unauthorised persons. At the end of my employment or contract with The Angling Trust, |
agree toreturn all information to which | have had access as aresult of my position. | understand thatl am
not authorised to use sensitive information for my own purposes, nor am | at liberty to provide this
information to third parties without the express written consent of the internal manager who is the
designated information owner.

| have access to a copy of the Information Security Policies, | have read and understand these policies,
and |l understand how it impacts my job. As a condition of continued employment, | agree to abide by the
policies and other requirements found in The Angling Trust security policy. | understand that non-
compliance will be cause for disciplinary action up to and including dismissal, and perhaps criminal
and/or civil penalties.

| also agree to promptly report all violations or suspected violations of information security policies to the
designated security officer.

Employee Signature

27.
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